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UNITED STATES 

FOREIGN INTELLIGENCE SURVEILLANCE COURT 
WASHINGTON, D. C. 



IN RE APPLICATION OF THE FEDERAL 
BUREAU OF INVESTIGATION FOR AN 
ORDER REQUIRING THE PR ODUCTION 
OF TANGIBLE THINGS FROMH^H 




PRIMARY ORDER 



A verified application having been made by the Director of the Federal Bureau of 
Investigation (FBI) for an order pursuant to the Foreign Intelligence Surveillance Act of 
1978 (the Act), Title 50, United States Code (U.S.C.), § 1861, as amended, requiring the 
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production to the National Security Agency (NSA) of the tangible things described 
below, and full consideration having been given to the matters set forth therein/ the 
Court finds as follows: 

1. There are reasonable grounds to believe that the tangible things sought are 
relevant to authorized investigations (other than threat assessments) being conducted 
by the FBI under guidelines approved by the Attorney General under Executive Order 
12333 to protect against international terrorism, which investigations are not being 
conducted solely upon the basis of activities protected by the First Amendment to the 
Constitution of the United States. [50 U.S.C. § 1861(c)(1)] 

2. The tangible things sought could be obtained with a subpoena duces tecum 
issued by a court of the United States in aid of a grand jury investigation or with any 
other order issued by a court of the United States directing the production of records or 
tangible things. [50 U.S.C. § 1861(c)(2)(D)] 

3. The application includes an enumeration of the minimization procedures the 
govermnent proposes to follow with regard to the tangible things sought. Such 
procedures are similar to the minimization procedures approved and adopted as 

1 The Court has also carefully considered the opinions entered by Judges Eagan and 
McLaughlin in Docket Numbers BR 13-109 and BR 13-158, respectively, as well as the recent 
decisions issued in related district court litigation. See American Civil Liberties Union v. Clapper, - 
F. Supp.2d -, 2013WL6819708 (S.D.N.Y. Dec. 27, 2013); Klayman v. Obama, - F. Supp.2d -, 
2013WL6571596 (D.D.C. Dec. 16, 2013). 
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binding by the order of this Court in Docket Number BR 13-158 and its predecessors. 
[50 U.S.C. § 1861(c)(1)] 

Accordingly, the Court finds that the application of the United States to obtain 
the tangible tilings, as described below, satisfies the requirements of the Act and, 
therefore, 

IT IS HEREBY ORDERED, pursuant to the authority conferred on this Court by 
the Act, that the application is GRANTED, and it is 

FURTHER ORDERED, as follows: 

(1)A. The Custodians of Records of^^^^^^^^shall produce to NSA 
upon service of the appropriate secondary order, and continue production on an 
ongoing daily basis thereafter for the duration of this order, unless otherwise ordered 
by the Court, an electronic copy of the following tangible things: all call detail records 
or "telephony metadata" 2 created 

B. The Custodian of Records of V- '■■■■ \ 



For purposes of this Order telephony metadata" includes comprehensive communications 
routing information, including but not limited to session identifying information (e.g., 
originating and terminating telephone number. International Mobile Subscriber Identity (IMSI) 
number. International Mobile station Equipment Identity (IMEI) number, etc.), trunk identifier, 
telephone calling card numbers, and time and duration of call. Telephony metadata does not 
include the substantive content of any communication, as defined by 18 U.S.C. § 2510(8), or the 
name, address, or financial information of a subscriber or customer. Furthermore, this Order 
does not authorize the production of cell site location information (CSLI). 
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^ | shall produce to NSA upon service of the 
appropriate secondary order, and continue production on an ongoing daily basis 
thereafter for the duration of this order, unless otherwise ordered by the Court, an 
electronic copy of the following tangible things: all call detail records or "telephony 
metadata" created by ^^^|for communications (i) between the United States and 
abroad; or (ii) wholly within the United States, including local telephone calls. 




(2) With respect to any information the FBI receives as a result of this Order 
(information that is disseminated to it by NSA), the FBI shall follow as minimization 
procedures the procedures set forth in The Attorney General's Guidelines for Domestic FBI 
Operations (September 29, 2008). 



(3) With respect to the information that NSA receives as a result of this Order, 
NSA shall strictly adhere to the following minimization procedures: 

A. The government is hereby prohibited from accessing business record 
metadata acquired pursuant to this Court's orders in the above-captioned docket and its 
predecessors ("BR metadata") for any purpose except as described herein. 

B. NSA shall store and process the BR metadata in repositories within secure 
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networks under NSA's control . 3 The BR metadata shall carry unique markings such 
that software and other controls (including user authentication services) can restrict 
access to it to authorized personnel who have received appropriate and adequate 
training with regard to this authority. NSA shall restrict access to the BR metadata to 
authorized personnel who have received appropriate and adequate training . 4 
Appropriately trained and authorized technical personnel may access the BR metadata 
to perform those processes needed to make it usable for intelligence analysis. Technical 
personnel may query the BR metadata using selection terms 5 that have not been RAS- 



3 Hie Court understands that NSA will maintain the BR metadata in recovery back-up systems 

for mission assurance and continuity of operations purposes. NSA shall ensure that any access 

or use of the BR metadata in the event of any natural disaster, man-made emergency, attack, or 
other unforeseen event is in compliance with the Court's Order. 



4 The Court understands that the technical personnel responsible for NSA's underlying 
corporate infrastructure and the transmission of the BR metadata from the specified persons to 
NSA, will not receive special training regarding the authority granted herein. 
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approved (described below) for those purposes described above, and may share the 
results of those queries with other authorized personnel responsible for these purposes, 
but the results of any such queries will not be used for intelligence analysis purposes. 
An authorized technician may access the BR metadata to ascertain those identifiers that 
may be high volume identifiers. The technician may share the results of any such 
access, i.e., the identifiers and the fact that they are high volume identifiers, with 
authorized personnel (including those responsible for the identification and defeat of 
high volume and other unwanted BR metadata from any of NSA's various metadata 
repositories), but may not share any other information from the results of that access for 
intelligence analysis purposes. In addition, authorized technical personnel may access 
the BR metadata for purposes of obtaining foreign intelligence information pursuant to 
the requirements of subparagraph (3)C below. 

C. NSA shall access the BR metadata for purposes of obtaining foreign 
intelligence information only through queries of the BR metadata to obtain contact 
chaining information as described in paragraph 17 of the Declaration o^^Hi 
HI attached to the application as Exhibit A, using selection terms approved as 
"seeds" pursuant to the RAS approval process described below. 6 NSA shall ensure, 

6 For purposes of this Order, "National Security Agency" and "NSA personnel" are defined as 
any employees of the National Security Agency/Central Security Service ("NSA/CSS" or 
"NSA") and any other personnel engaged in Signals Intelligence (SIGINT) operations 
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